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Label-free nanopore sensors have emerged as a new generation technology of DNA sequencing and have been
widely used for single molecule analysis. Since the first α-hemolysin biological nanopore, various types of
nanopores made of different materials have been under extensive development. Noise represents a common
challenge among all types of nanopore sensors. The nanopore noise can be decomposed into four components
in the frequency domain (1/f noise, white noise, dielectric noise, and amplifier noise). In this work, we reviewed
and summarized the physicalmodels, origins, and reductionmethods for each of these noise components. For the
first time, we quantitatively benchmarked the root mean square (RMS) noise levels for different types of
nanopores, demonstrating a clear material-dependent RMS noise. We anticipate this review article will enhance
the understanding of nanopore sensor noises and provide an informative tutorial for developing future nanopore
sensors with a high signal-to-noise ratio.
Copyright © 2019 Tianjin University. Publishing Service by Elsevier B.V. on behalf of KeAi Communications Co., Ltd.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Nanopores have emerged as a promising label-free biosensor for an-
alyzing various kinds of biomolecules such as DNA,1,2 RNA, and
proteins.3 A nanopore sensor is often operated by applying a constant
voltage across two chambers to electrophoretically drive charged bio-
polymers through a nanoscale hole. The readout is an ionic current
tracewith individual dips corresponding to a single molecule transloca-
tion, usually called an event. The ionic current shape (e.g., current block-
agemagnitude, shape, and duration) of each event provides thebasis for
interpreting the molecule length, shape, charge, and reactivity of the
nanopore surface.4–27 Various types of nanopores are currently under
investigation (Fig. 1). The nanopore concept was first demonstrated
with the protein pore α-hemolysin,28 a member of the biological pore
family that also includes MspA porin pores.29 Biological nanopores
have been successfully commercialized in Oxford Nanopore DNA
sequencer.30,31 In addition to the pore-forming proteins, solid-state
nanopores have also been extensively studied in the past decade due
to their mechanical robustness, tunable size, thermal robustness, and

integration potential.32,33 The solid-state nanopore family includes
membrane materials such as SiNx,13,34,35 graphene,36 glass nanopores
(nanopipette),37 and polymer nanopores.38 While solid-state
nanopores have obvious advantages over their biological counterparts
due to flexibility in tuning the geometry and surface properties, the
noise performance of solid-state nanopores is oftenworse than their bi-
ological counterparts.39 In addition, there is a large variation in the noise
of different types of nanopores.

Since the signal in the nanopore experiment is often very small, the
noise represents a significant challenge that would severely limit the
nanopore sensor's sensitivity and reliability. In general, the nanopore
noise power spectral density (PSD) can be decomposed into 1/f noise,
white noise, dielectric noise, and amplifier noise,33 each dominating at
different frequencies. While the nanopore noise has been extensively
studied and themechanisms previously proposed,43–46 a systematic re-
view and comparison of the noise performances of different nanopore
types are needed.

In this work, we reviewed and summarized the physical models, or-
igins, and reduction methods for each of these noise components. For
the first time, we calculated and benchmarked the root mean square
(RMS) values for different types of nanopores. There is a clear
material-dependent intrinsic nanopore noise performance. The correla-
tion of the noise performance to the nanopore materials may provide
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alternative insight into understanding and controlling the nanopore
noise. We anticipate this review article would provide an informative
tutorial into developing future nanopore sensors with improved
signal-to-noise ratio (SNR).

2. Nanopore noise analysis and model

There are generally two approaches for analyzing the nanopore
noise. One approach is to directly calculate the RMS value in the time
domain,47–49

Irms ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffi
ΔI2 tð Þ

q
ð1Þ

where ΔI(t) represents the fluctuation of the current I(t) deviating from
its mean value.

The RMS current can be directly compared to the molecule transla-
tion signal for evaluating the SNR,50

SNR ¼ ΔIionic=Irms ð2Þ

where ΔIionic represents the current blockage amplitude when the
charged biopolymers pass through the nanopore.

The other approach is frequencydomain analysis of the PSD,51which
can be derived as,

SI fð Þ ¼ 1
2T

lim
T→∞

ZT
−T

ΔI tð Þe−2πiftdt

������
������
2

ð3Þ

The noise RMS can be related to the noise PSD as,

Irms ¼ sqrt
Z f2

f1
SI fð Þd f

 !
ð4Þ

Generally, the noise PSD can be decomposed into four components
as,

SI fð Þ ¼ SF ∝1= fð Þ þ SW ∝ f 0
� �

þ SD ∝ fð Þ þ SA ∝ f 2
� �

ð5Þ

where f is the frequency; SF, SW, SD, and SA represent the PSD of 1/f noise,
white noise, dielectric noise, and amplifier noise, respectively.33

Fig. 2(a) summarizes the general characteristics of the nanopore
noise PSD.50 At low frequencies, noise PSD is mainly contributed to by
the 1/f noise. At moderate frequencies, dielectric noise due to dielectric
thermal loss starts to become a major source of the noise. At high fre-
quencies, noise is dominated by the amplifier noise. The white noise is
spread uniformly at different frequencies and could be overwhelmed
by the 1/f and dielectric noise, while being unaffected by the noise
PSD.44,52 The transition points where each noise source starts to domi-
nate could vary tremendously among different experiments.39,52–54

Fig. 2(b) shows the equivalent circuit model for describing the noise
component in the nanopore sensors.55 In Sections 3 to 6, we review
and summarize the general characteristics of each of these noises and
discuss approaches for noise reduction.

3. 1/f noise

3.1. 1/f noise origin

A widely accepted theory of 1/f noise is that its spectra consists of a
set of Lorentzian noises that come from a group of random telegraph
noises (RTNs).56 This model was verified by magnetization current
experiments.57 Specifically, the observed 1/f noise is the superposition
of many discrete RTNs. 1/f noise often dominates the total noise at fre-
quencies b1 kHz and is the most widely studied.39,51,58,59

The exact origin of the 1/f noise remains controversial. A variety of 1/
f noise mechanisms have been proposed, including the channel's
opening-closing process,60 structural flexibility of the nanopore pore
walls,61 nanobubbles,62,63 incomplete hydrophilicity of the nanopore
surface,64 cooperative fluctuations on ion motion along a confined
space,65 surface reversible adsorption of ions combined with the ions'
long-lasting excursions in the reservoirs,66 carbon contaminants sur-
rounding the nanopore surface during transmission electron micros-
copy (TEM) drilling,67 and mechanical vibrations.68–72 These mixed
models strongly indicate the 1/f noise stems from many different
sources.

Fig. 1. Structures of different nanopore types. (a) MspA protein nanopore40 (Reprinted by
permission from [Springer Nature Customer Service Centre GmbH]: [Springer Nature]
[Nature Biotechnology] (Reading DNA at single-nucleotide resolution with a mutant
MspA nanopore and phi29 DNA polymerase, Manrao EA et al.), [COPYRIGHT] (2012)).
(b) Glass nanopore41 (Reprinted with permission from [Nouri R, Tang ZF, Guan WH.
Calibration-free nanopore digital counting of single molecules. Analytical Chemistry
2019;91(17):11178-11184.]. Copyright (2019) American Chemical Society.). (c) SiNx

nanopore. (d) Graphene nanopore42 (Reprinted by permission from [Springer Nature Cus-
tomer Service Centre GmbH]: [Springer Nature] [Nature Communications] [Tailoring the
hydrophobicity of graphene for its use as nanopores for DNA translocation, Schneider GF
et al.], [COPYRIGHT] (2013)).

Fig. 2. Noise PSD distribution and equivalent circuit of the nanopore. (a) Noise PSD on a
log-log scale (redrawing based on reference50) (Reprinted from Analytica Chimica Acta,
1061, Hartel AJW et al., High bandwidth approaches in nanopore and ion channel
recordings - A tutorial review, 13–27, Copyright (2019), with permission from Elsevier.).
(b) Structure of simplified model circuits of the pores (redrawing based on reference55)
(Reprinted with permission from [Waggoner PS, Kuan AT, Polonsky S, Peng HB,
Rossnagel SM. Increasing the speed of solid-state nanopores. Journal of Vacuum Science &
Technology B 2011;29(3):032206.]. Copyright [2011], American Vacuum Society.). Here
Rw1 and Rw2 are the resistance between the electrodes and electrolytes. Rp represents
the resistance of the pore structure.Rs represents the electrical path between the substrate
and the dielectric layer. Cs and Cm are the substrate capacitance and suspendedmembrane
capacitance.
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Among all of the existingmodels for 1/f noise, themost widely stud-
ied is the conductance fluctuationmodel. To understand this model, the
nanopore structure is divided into three parts, the pore-surface, pore-
cylinder, and access region,59 as shown in Fig. 3(a). Thewhole nanopore
resistance can be modeled as,59

Rtot ¼ Raccess þ Rp;bulk∕∕Rp;surf
� � ð6Þ

in which (Rp, bulk//Rp, surf) represents the channel resistance (Rpore) in
the nanopore; the “//” symbol means the parallel connection of the
two resistors; Raccess is the nanopore access resistance. The 1/f noise
PSD can, therefore, be expressed as,59

SI;tot ¼ V2

f R4
tot

αH;bulkR
2
access

Naccess
þ αH;bulk

R2
p;bulkNp;bulk

þ αH;surf

R2
p;surfNp;surf

 !
R4
pore

" #
ð7Þ

in which αH, bulk is the bulk Hooge constant and αH, surf is the surface
Hooge constant; Naccess, Np, bulk and Np, surf are the charge carrier num-
bers in the access, pore-cylinder, and pore-surface region, respectively.
Based on the conductance fluctuation model (Eq. (7)), the 1/f noise
can be attributed to the fluctuation of the surface and bulk conductance.
In the following section, we will separately discuss these two effects.

3.1.1. Surface effect
Surface charges exist at the nanopore walls46,73,75 and their fluctua-

tionmay induce the surface conductance change in the nanopore. Fig. 3
(b) shows a simple model of a reversible ionization reaction on the
nanoporewall surface. In thismodel,73 E1 and E2 represent two different
energy states at a single point on the nanopore walls, which corre-
sponds to the association and dissociation of the protons. The

probability of state E1 and E2 were given by,

P1 ¼ τ1
τ1 þ τ2

¼ 1

1þ 10pK−pH ; P2 ¼ 1−P1 ð8Þ

Here, pK represents the log formof the equilibrium constant; pH rep-
resents themeasure of the acidity or basicity of a solution; τ1 and τ2 rep-
resent the mean time spent in states E1 and E2, respectively. The PSD of
the Lorentzian RTN noise associated with site j can be represented as,

Sj fð Þ ¼ 4 Δi1;2
� �2τ2

τ1 þ τ2ð Þ 1þ 2πfτð Þ2
h i ð9Þ

in which τ = τ1 ∗ τ2/(τ1 + τ2). For sufficiently large numbers of RTN
noise, a macro 1/f spectrum could appear.56 A previous molecular dy-
namics (MD) simulation demonstrated excellent agreement to the
adsorption-desorption model predictions.66

The surface charge fluctuation can be affected by the pH,73,74 ionic
concentration,46 and film material.51 From the perspective of pH, Fig. 3
(c) and (d) show the nanopore PSD under different pH values, for bio-
logical and SiNx nanopores, respectively. Both PSDs showed the same
trend with pH; the peak PSD appears at intermediate pH values, corre-
sponding to the material's point of zero charges. From the perspective
of ionic concentration, the normalized PSD (SG/G2) increases with de-
creasing concentrations44,46 as the nanopore size is comparable to or
even smaller than the Debye length at low ionic concentrations. As a re-
sult, ions in the nanopore will be more significantly affected by surface
charge fluctuations. From the perspective of the material, the different
materials have different surface functional groups with varying densi-
ties of charges. As a result, nanopores made of different materials will
have different 1/f noise properties.51 For example, the 1/f noise of a
SiNx nanopore is usually much larger than that of a biological
nanopore39 or glass nanopore.76

Hydrophilicity is another important surface effect that could affect
the 1/f noise. It was previously hypothesized that nanobubbles can
form at a nanopore surface that produces high 1/f noises when the sur-
face is hydrophobic.62,63

3.1.2. Bulk effect
The bulk and access region of the nanopore is another important

source for the 1/f noise (Eq. (7)).59 The bulk effect mostly comes from
ionic mobility fluctuation. The mobility fluctuation can be caused by
(1) ionic crowding due to larger ion concentrations in the pore under
a voltage bias for a single rectifying conically-shapednanopore; (2) elec-
trostatic interactions between passing ions and pore walls; and (3) vor-
tices formations at the pore entrance due to the conical geometry.77 The
exact mechanism remains unclear, as illustrated by a variety of models.
For example, Fragasso et al. ascribed the carrier free path length fluctu-
ations as the origin for ionmobility fluctuations.59 Tasserit et al. hypoth-
esized the confinement-induced cooperative fluctuation of ion mobility
leads to 1/fnoise.65 The ionic concentration andnanopore geometrywill
also affect the mobility fluctuations. Wen et al. argued that the bulk re-
gion of the nanopore structure plays a dominant role in noise at high
concentrations.74

3.2. Reducing the 1/f noise

For surface-related 1/f noise sources, improvements in the hydro-
philicity are the most common practice (Fig. 4), which can be achieved
by atomic layer deposition (ALD) of TiO2

78 or Al2O3
79 (Fig. 4(a) and (b)),

piranha cleaning,39 oxygen plasma,39 and pulsed voltage treatment64

(Fig. 4(c)). Among thesemethods, ALD deposition is capable of reducing
the surface charge density, which can also be achieved by changing the
pH. Finally, using alternative nanopore materials76 (Fig. 4(d)) can also
reduce the surface-related 1/f noise.

Fig. 3. Sources of noise distribution in a nanopore and surface effect on 1/f noise.
(a) Scheme of a solid-state nanopore (redrawing based on reference59) (Republished
with permission of Nanotechnology, from [1/f noise in solid-state nanopores is governed
by access and surface regions, Fragasso A et al., 30, 395202 2019]; Permission conveyed
through Copyright Clearance Center, Inc.). (b) Simple model of a reversible ionization
reaction of groups on the surface of a nanopore channel (redrawing based on
reference73); Surface charge effect on PSD of different nanopores: (c) Biological
nanopore73 (Reprinted figure with permission from [Bezrukov SM et al., Physical Review
Letters, 70, 2352–2355 1993.] Copyright (1993) by the American Physical Society.).
(d) Solid-state nanopore (SiNx nanopore)74 (Reprinted with permission from [Wen C,
Zeng SS, Arstila K, et al. Generalized noise study of solid-state nanopores at low frequen-
cies. ACS Sensors 2017;2(2):300–307.]. Copyright (2017) American Chemical Society.).
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For bulk-related 1/f noise sources, decreasing the mobility fluctua-
tion can be achieved by increasing the concentration of electrolyte or
by choosing nanopores with a large pore diameter. The bulk-related 1/
f noise can be improved by enhancing the film mechanical stability
(Fig. 4(e)),80 increasing the film thickness (Fig. 4(f)),68 and decreasing
the film free-standing area.71 Enhancing the film mechanical stability
is of particular importance to reducing the noise of 2D material
nanopores.

4. White noise

4.1. White noise origin

A key characteristic of white noise is the PSD is independent of the
frequency. There are two sources for the white noise, thermal noise,
and shot noise.59 The general white noise can be written as,

SI;white ¼ SI;thermal þ SI;shot ¼ 4KTGþ 2qI ð10Þ

where G is the conductance, K is the Boltzmann constant, T is the tem-
perature, q is the elementary charge, and I is the current. The thermal
noise (Johnson noise) arises from thermal fluctuations in the charge
carriers (i.e., ions in the nanopore sensors). The shot noise (Poisson
noise) normally occurs when there is a potential barrier. In the
nanopore sensors, the Ag/AgCl interface is an example of a potential
barrier. When the electrons/ions cross that barrier, shot noise can be
produced.43 Note that a pure resistor normally does not produce shot
noise since there is no potential barrier. Both thermal and shot noises
are inherent to a real system, representing fundamental limitations
(lower noise floor) in making sensitive measurements.

4.2. Reducing the white noise

Onepossiblemethod to decrease the thermal noise is to decrease the
conductance by decreasing the charge carriers' concentration or the
pore size.43 Increasing the channel length of the nanopore could also de-
crease the thermal noise, however, this would reduce the sensitivity of
the pore.81

5. Dielectric noise

5.1. Dielectric noise origin

Dielectric noise is related to dielectric loss due to the non-ideal exis-
tence of charge carriers in the dielectric material.43 In nanopores, while
the measured current is exclusively from the ionic current through the
nanopore, there is always a leakage current through the non-ideal di-
electric membrane (in which charge carriers exist). The thermal fluctu-
ations of this non-ideal leakage current contribute to dielectric noise. To
study the dielectric noise induced by non-ideal capacitance Cn, it can be
modeled as an ideal capacitor Ci in parallel with admittance Yf related to
the dielectric loss (Fig. 5(a)). Therefore, the dielectric noise can be de-
scribed as,

SD fð Þ ¼ 4kT∙Y f ¼ 8πkTCnD∙ f ð11Þ

whereD is the dielectric loss constant. It is clear thatmaterial withmore
loss will have greater dielectric noise.

Fig. 4.Methods for reducing 1/f noise. (a) Depositing Al2O3 by ALD and (b) reducing effect, here the higher line represents an untreated chip and the lower line represents a treated chip79

((a) and (b) reprintedwith permission from [Chen P,Mitsui T, Farmer DB, Golovchenko J, Gordon RG, BrantonD. Atomic layer deposition to fine-tune the surface properties and diameters
of fabricated nanopores. Nano Letters 2004;4(7):1333–1337.]. Copyright (2004) American Chemical Society.). (c) Hydrophilic treatment using a “zapping”method64 (Republished with
permission ofNanotechnology, from [Precise control of the size and noise of solid-state nanopores using high electric fields, Beamish E et al., 23, 405301 (7pp) 2012]; Permission conveyed
throughCopyright Clearance Center, Inc.). (d) Power spectral density comparingbetween glass and SiNxnanopore76 (Reprintedwith permission from [Steinbock LJ, Bulushev RD, Krishnan
S, Raillon C, Radenovic A. DNA translocation through low-noise glass nanopores. ACS Nano 2013;7(12):11255–11262.]. Copyright (2013) American Chemical Society.). (e) Direct and scal-
able deposition of low-noiseMoS2membranes by a CVDmethod80 (Reprintedwith permission from [Waduge P, Bilgin I, Larkin J, et al. Direct and scalabledeposition of atomically thin low-
noiseMoS2membranes on apertures. ACSNano2015;9(7):7352–7359.]. Copyright (2015) American Chemical Society.). (f) Comparison of thenoise power spectrumdensity of single- and
multi-layer graphene nanopores68 (Republishedwith permission of Nanotechnology, from [Noise and its reduction in graphene-based nanopore devices, Kumar A et al., 24, 495503 (7pp)
2013]; Permission conveyed through Copyright Clearance Center, Inc.).
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5.2. Reducing dielectric noise

Based on Eq. (11), the dielectric noise is determined by the total ca-
pacitance and dielectric loss constant of the material that isolates the
electrolyte. Therefore, two clear approaches can be used to reduce the
dielectric noise. One is to reduce the total capacitance, which can be
done by covering the nanopore chip with insulation materials (e.g.,
PDMS39 and polyimide52). Stacked dielectric structures can also be
used.53,82 With these methods, the dielectric noise was reduced by
1–2 orders of magnitude, as shown in Fig. 5(b)–(d). The other approach
is to use materials with less loss. Since the Si substrate is often the main
source of the dielectric loss, another insulation material can be depos-
ited on the substrate or another substrate can be used. It was experi-
mentally observed that the biological and glass nanopores, in general,
have better dielectric noise performances than SiNx and 2D material
nanopores, which can be attributed to the latter's high loss factor from
the Si substrate. Kumar68 used quartz as the substrate of graphene
nanopores (Fig. 5(e)) and the dielectric noise was significant decreased
(Fig. 5(f)). Other materials, such as Telflon54 and polyimide,83 can also
beused to replace Si. Clearly, thedielectric noise can be reduced by com-
bining these two approaches. For example, de Vreede84 nearly
completely suppressed the dielectric noise at a wide bandwidth
(b100 kHz) using a fused silica substrate and covering it with PDMS.

6. Amplifier noise

6.1. Amplifier noise origin

In a high-frequency range, the noise PSD is proportional to f2, corre-
sponding to the amplifier noise. The amplifier noise comes from the

interactions of thermal noise at the amplifier input and the total capac-
itance in the system (including capacitances from the chip and the
amplifier).53 The amplifier noise can be expressed as,33

SA fð Þ ¼ 2πCtenð Þ2 � f 2 ð12Þ

in which en is the voltage thermal noise, Ct is the total capacitance that
consists of the nanopore capacitance (Ci), feedback capacitance (Cf),
and other parasitic capacitance (Cp), as shown in Fig. 6(a).

6.2. Reducing amplifier noise

According to Eq. (12), the amplifier noise is determined by the total
capacitance Ct and voltage thermal noise, en. Reducing the Ct is a com-
mon practice to suppress the amplifier noise, which can be realized
two ways. One is to reduce the nanopore capacitance. For example, re-
placing the intrinsic SiNx nanopore (Ci = 48.6 pF) with a glass-
passivated nanopore chipwith Ci b 10pF82 (Fig. 6(b)) can greatly reduce
the amplifier noise (Fig. 6(c)). The other way is to use amplifiers with
low parasitic capacitance (Cp and Cf) as well as reduced voltage thermal
noise. For example, replacing the commonly used Axopatch 200Bwith a
CMOS integrated nanopore platform (CNP) (Fig. 6(d))53 is effective in
reducing the amplifier noise (Fig. 6(e) and (f)).

7. Material-dependent RMS noise benchmarking

Among the four noise components we discussed, the 1/f and dielec-
tric noise are intrinsic to nanopore materials. To benchmark the noise
levels of different materials, we summarized the RMS noise level for bi-
ological (Table 1), quartz glass (Table 2), SiNx (Table 3), and 2Dmaterial

Fig. 5. Model and reduction of dielectric noise. (a) Equivalent circuit model based on Fig. 2(b) for dielectric noise. Rc (=Rw1 + Rw2) is the resistance of two electrolyte cells. Rp is the
resistance from the nanochannel. Cn represents the non-ideal membrane capacitance, which is the sum of Cm and Cs and is expressed in parallel connection of an admittance Yf and an
ideal capacitance Ci. (b) A SiNx chip was coated by polyimide. (c) Polysilicon/SiO2/Si (MOS), a multiple-layer structure, was used for nanopore fabrication. (d) The PSD of four different
structures, two of which are shown in (b) and (c). (b-d) Redrawing based on reference52 (Republished with permission of Nanotechnology, from [Nanopores in solid-state membranes
engineered for single molecule detection, Dimitrov V et al., 21, 065502 (11pp) 2010]; Permission conveyed through Copyright Clearance Center, Inc.). (e) Schematic of a graphene chip
with quartz substrate, connected by a thin Si layer. (f) Noise power spectrum density of two chips with Si or quartz substrate. (e-f) Redrawing based on reference68 (Republished with
permission of Nanotechnology, from [Noise and its reduction in graphene-based nanopore devices, Kumar A et al., 24, 495503 (7pp) 2013]; Permission conveyed through Copyright
Clearance Center, Inc.).
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(Table 4) nanopores. The Irms values in Tables 1–4 were calculated from
the reported PSD data using Eq. (4), or based on the reported Irms data
acquired directly from the text or chart, within the same bandwidth
from 1 Hz to 10 kHz for a fair comparison. Fig. 7 shows the RMS noise

scattering plot as a function of the nanopore materials. The noise level
in the SiNx nanopore and 2D material nanopore is greater than that in
the glass nanopore, while the biological nanopores show the best
noise performance. The two populations in the quartz glass nanopore

Table 2
Noise level statistic of quartz-based glass nanopores.

Structure Irms(pA) Diameter (nm) Ionic strength (Molar) pH Bias (mV) Ref.

Bare nanopore 3.09 25.0 0.001 n.a. −500 88

1.79 75.0 ± 5.0 1.00 8.0 300 85

27.06 21.0 1.00 8.0 2000 76

24.90 23.0 1.00 8.0 2000 76

Au deposited 2.91 15.0 0.001 n.a. −500 88

Al2O3 deposited 17.35 59.0 ± 5.0 1.00 8.0 300 85

16.72 47.0 ± 5.0 1.00 8.0 300 85

20.11 41.0 ± 5.0 1.00 8.0 300 85

Table 1
Noise level statistic of biological nanopores.

Structure Irms (pA) Diameter (nm) Ionic strength (Molar) pH Bias (mV) Ref.

α-Hemolysin 2.70 n.a. 1.00 8.00 200 39

2.51 1.4 0.20 7.40 100 86

2.49 1.4 0.20 7.40 0 86

4.47 1.4 1.00 3.50 100 86

2.13 1.4 1.00 3.50 0 86

FhuA ΔC/Δ4L 2.69 3.1–4.4 0.20 7.40 100 86

2.49 3.1–4.4 0.20 7.40 0 86

2.13 3.1–4.4 1.00 3.50 0 86

ClyA 2.08 3.8 0.15 7.50 35 87

2.07 3.8 0.15 7.50 −35 87

2.07 3.8 0.15 7.50 0 87

Fig. 6.Model and reduction for amplifier noise. (a) Equivalent circuit model based on Fig. 2(b) for the calculation of amplifier noise. Rc, Rp, and Ci have the samemeaningwith symbols in
Fig. 5(a). Rf is the feedback resistance. (b) Schematic diagramof a glass-passivated nanopore chip. (c) Comparison of power spectra density of two glass-passivated chips (3.3pF and 7.1 pF)
and a non-passivated chip (48.6 pF). (b–c) Redrawing based on reference82 (Reprinted with permission from [Balan A, Machielse B, Niedzwiecki D, et al. Improving signal-to-noise
performance for DNA translocation in solid-state nanopores at MHz bandwidths. Nano Letters 2014;14(12):7215–7220.]. Copyright (2014) American Chemical Society.). (d) Schematic
diagram of the measurement setup of CNP platform. (e) Comparison of the baseline noise spectrum of a similar open-headstage configuration connecting with CNP and Axopatch
200B. (f) Comparison of the noise power spectra of nanopores when tested by CNP and Axopatch 200B. (d–f) Redrawing based on reference53 (Reprinted by permission from [Springer
Nature Customer Service Centre GmbH]: [Springer Nature] [Nature Methods] (Integrated nanopore sensing platform with sub-microsecond temporal resolution, Rosenstein JK et al.),
[COPYRIGHT] (2012)).
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were mainly due to (1) the difference between the bare nanopore and
surface-coated nanopores,85 and (2) the different experimental
conditions.

Material-related RMS noise is related to the 1/f noise and dielectric
noise dominating the total noise. From the 1/f noise perspective, it is
reasonable to hypothesize that different types of nanopores have differ-
ent surface properties (e.g., surface charge, roughness, and hydrophilic-
ity), geometry, andmembrane stability, corresponding to varying levels
of 1/f noise. For example, glass nanopores have better hydrophilicity
and show less 1/f noise than the SiNx nanopore. SiNx nanopores are gen-
erally fabricated by TEMor focused ion beam(FIB) duringwhich surface
roughness, trapped electrons, or ions could be introduced. The low hy-
drophilicity of the SiNx surface may produce nanobubbles more easily
than biological and glass nanopores, and may produce more pro-
nounced 1/f noise. Nanopores based on 2D materials have a higher 1/f
noise level than other nanopore types,most likely due tomechanical vi-
brations. In addition, from the dielectric noise perspective, the dielectric
loss of the Si substrate would introduce relatively large dielectric noise
to SiNx and 2D material nanopores.

8. Conclusion and future prospects

In summary, we reviewed and summarized the physical models, or-
igins, and reduction methods for four noise components in nanopore
sensors (1/f noise, white noise, dielectric noise, and amplifier noise).
For the first time, we calculated and benchmarked the RMS values for
different types of nanopores. There is a clear material-specific noise
characteristic for nanopore sensors. Biological and glass nanopores
show less RMS noise than SiNx and 2D material nanopores. There are
still many unknowns of nanopore noise. The exact origin of the noise,
especially the origin of 1/f noise, is still not clear. Without pinpointing
the exact noise origins, the noise reduction effort can only be performed
by an “error-and-try” approach. We need more theoretical and experi-
mental work in this area. For example, it was previously observed that
the nanopore noise can be conditioned by applying an electric field,
however, the physical mechanisms of this “conditioning” remain un-
known. In addition, we need to develop deeper insight into the impact
of nanopore surface properties on the noise performances to control
and modify its property. Fabrication methods beyond TEM and FIB
may reduce the defect states in the pore-formingmaterial (for reducing
the dielectric noise). Lastly, we need to develop high performance,
nanopore-integrated amplifiers to reduce the amplifier noise.We antic-
ipate this reviewarticlewill enhance our understanding of the impact of
material properties on the nanopore noise and provide an informative
tutorial into developing future nanopore sensors with a high SNR.

Declaration of competing interest

The authors declare that they have no known competing financial
interests or personal relationships that could have appeared to influ-
ence the work reported in this paper.

1

10

100

2D materialSiNxGlass

I rm
s 

(p
A)

Biological

Fig. 7.Comparison of Irms (integrated from1Hz to 10 kHz) for different types of nanopores
(data from Tables 1–4).

Table 4
Noise level statistic of a nanopore based on a 2D material.

Structure Irms(pA) Diameter (nm) Ionic strength (Molar) pH Bias (mV) Ref.

Bare graphene 115.39 4.0 1.0 8.0 100 71

104.93 10.0 1.0 8.1 100 69

85.79 8.0 1.0 9.0 100 78

Graphene deposited TiO2 7.87 7.5 1.0 9.0 100 78

Graphene on quartz 70.45 6.0 1.0 8.0 100 68

Multilayer graphene on quartz 21.80 5.0 1.0 8.0 100 68

h-BN 43.46 n/a 1.0 7.8 n/a 90

28.55 5.0 1.0 8.0 100 72

h-BN on pyrex 15.26 4.0 1.0 8.0 100 72

h-BNs on pyrex 6.06 8.0 1.0 8.0 100 72

MoS2 19.15 2.8 0.4 8.0 100 80

Table 3
Noise level statistic of SiNx nanopores.

Structure Irms

(pA)
Diameter
(nm)

Ionic
strength
(Molar)

pH Bias
(mV)

Ref.

Bare SiNx 45.58 n/a 1.00 8.0 200 39

63.20 20.0 1.00 8.0 100 89

48.10 20.0 1.00 8.0 100 89

90.47 20.8 1.00 7.5 100 44

27.07 22.0 1.00 7.5 100 44

147.00 n/a 1.00 8.0 0 83

27.10 3.3–4.0 1.00 8.0 100 52

131.60 n/a 1.00 8.0 4.5
(nA)a

54

38.00 n/a 1.00 8.0 0 54

21.90 n/a 1.00 8.0 200 39

28.60 7.0 1.00 8.0 200 64

Bare SiNx with zapping
treatment

13.60 7.0 1.00 8.0 200 64

14.40 21.0 1.00 8.0 200 64

PDMS coated 6.45 n/a 1.00 8.0 200 39

PI coated 6.40 1.7–2.8 1.00 8.0 100 52

MOS-capb 6.40 7.1–7.3 1.00 8.0 100 52

SiO2 coated 33.10 20.0 1.00 8.0 100 89

24.50 20.0 1.00 8.0 100 89

28.30 20.0 1.00 8.0 100 89

Stacked 7.11 n/a 1.00 8.0 n/a 53

Glass-passivated stacked 16.37 n/a 1.00 8.0 n/a 82

23.36 n/a 1.00 8.0 n/a 82

PI substrate 5.40 n/a 1.00 8.0 0 83

Quartz substrate 12.58 n/a 1.00 8.0 4.5
(nA)a

54

a Driven by constant current.
b MOS-cap means the SiNx membrane was replaced by a MOS structure.
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